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Abstract

Unsolicited bulk e-mail, also known as spam, has been
an increasing problem for the e-mail society. This paper
presents a new spam filtering strategy that 1) uses a prac-
tical entropy coding technique, Huffman coding, to dynam-
ically encode the feature space of e-mail collections over
time and, 2) applies an online algorithm to adaptively en-
hance the learned spam concept as new e-mail data be-
comes available. The contributions of this work include
a highly efficient spam filtering algorithm in which the in-
put space is radically reduced to a single-dimension input
vector, and an adaptive learning technique that is robust
to vocabulary change, concept drifting and skewed data
distribution. We compare our technique to several exist-
ing off-line learning techniques including Support Vector
Machine, Naive Bayes, k-Nearest Neighbor, C4.5 decision
tree, RBFNetwork, Boosted decision tree and Stacking, and
demonstrate the effectiveness of our technique by presenting
the experimental results on the e-mail data that is publicly
available.

1. Introduction

Unsolicited bulk e-mail or spam has become an increas-
ing problem for the Internet society. According to the Inter-
national Telecommunication Union (ITU), spam constitutes
as much as 85% of all e-mail in year 2004, compared to an
estimate of 35% reported a year earlier'. As the amount
of spam traffic grows, the cost is staggering. According to
the UN Trade Conference on Trade and Development, spam
could cost the world more than twenty billion dollars annu-
ally in wasted technical resources and lost productivity.

The ongoing research and development of spam fil-
tering techniques focuses on applying machine learning
algorithms to differentiate spam from legitimate e-mail.

lhttp://www.itu.int/osg/spu/spam/
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Since most spam is sent as text messages, spam filter-
ing has been simplified as a typical off-line text classifi-
cation problem. Among the most popular approaches in
text learning, bayesian analysis appeared most frequently
in the published work on spam filtering [3, 18, 23]. Other
attempts include instance-based learning [19], rule-based
learning [16], boosted decision trees [5], and support vec-
tor machines (SVM) [14]. Although promising results were
achieved with these approaches in the context of text clas-
sification, the spam problem is yet far from being solved
in the real world. In reality, spam presents many chal-
lenges that an off-line batch learning problem usually does
not face, such as changing vocabulary, skewed class distri-
bution, concept drifting [24], and text distortion [9]. For
instance, Hidalgo [11] shows that the percentage of spam
varies significantly in different e-mail collections, from
16.6% to 88.2%. Fawcett [9] further points out that chang-
ing class distributions and concept drift are often encoun-
tered in the operational settings, and a trained classifier may
not perform consistently as spam varies. Existing spam fil-
tering techniques lack the ability to adapt over time and thus
cannot meet the challenges posed by spam.

In this paper, we propose a novel spam filtering strategy
that is highly efficient and able to adapt to new concepts
over time. We show that practical encoding techniques such
as Huffman coding [12] can be used to create a dynamic
feature space representation of the input data. The valid-
ity of a message is indicated by its rank value computed
based on the Huffman prefix trees, and a classifier is trained
to classify messages according to their rank values. Unlike
the existing off-line learning techniques, our approach takes
into account the dynamic nature of e-mail data. Specif-
ically, we model vocabulary change and concept drift as
feature space drift, and update the classifier with the rank
values of e-mail across different “ages” sampled with an
exponentially-decayed sampling rate. The intuition is, re-
gardless of concept and vocabulary changes, the difference
between spam and legitimate mail in terms of rank values
should always be greater than a threshold, and more recent



messages should play a more important role in classifying
present messages. Rank values in earlier ages are retained
and sampled for fitting a new concept model, thus there is
no need to re-process all the training messages in the past.
In contrast, in the case of vocabulary change, concept drift
or any other similar changes in the training corpus, existing
off-line learning techniques will require re-processing all
previous training messages to form a new structured input
representation as in the vector space model and the boolean
space model.

The rest of the paper is organized as follows. In sec-
tion 2, we discuss existing techniques that have recently
been applied in the area of spam filtering. Section 3 explains
in detail the core of our approach: feature space encoding,
ranking, and adaptive filtering. The pseudocode of our algo-
rithm is also presented. Section 4 presents the experimen-
tal setup and the data used for testing, along with the ex-
perimental results comparing various techniques. Section 5
concludes our work and discusses future directions.

2. Related Work

Sahami et. al [18] trained a Naive Bayes classifier to de-
tect junk e-mail. They adopted the Vector Space model [22]
in which each dimension of the feature space corresponds
to a word in the entire training corpus. They reduced the
feature space to the top 500 words ranked using mutual in-
formation. In addition, they included a set of hand-crafted
phrasal features such as “Free Money” and a set of non-
textual attributes such as the domain type “.com” that are
good indications of junk e-mail. The trained classifier was
used to determine the likelihood of unseen e-mail in the
spam or legitimate mail category. They concluded that by
considering domain-specific features, the efficiency of anti-
spam filters can be greatly enhanced. However, in the real
e-mail environment, spammers often hide domain-specific
features by applying techniques such as text distortion, fal-
sifying return addresses, or using spamming software to
hide the true identity of their machines. It has been shown
that there is no evidence that the inclusion of phrasal at-
tributes can lead to further benefits [21].

Sakkis et. al [21] proposed a memory-based approach to
spam filtering for mailing lists. They extended the basic k-
Nearest Neighbor algorithm by applying different attribute
and distance weighting schemes [1, 7]. They claimed that
memory-based filters perform better than Naive Bayesian
filters on average, and memory-based filters are practically
feasible when combined with the safety nets available in
mailing lists. They also introduced cost-sensitive evalua-
tion measures that differentiate the cost of false negative and
false positive examples for a learned hypothesis.

The same group also applied a classifier ensemble model
or stacked generalization [26] in the context of spam fil-

tering [20]. A classifier ensemble, or committee, consists
of a set of ground-level classifiers whose predictions are
used to produce an enhanced training set that incorporates
the confidence of each individual member into the training
examples. The enhanced training set is used to induce a
higher-level classifier referred to as the “president” of the
committee. The final prediction is made for an unseen ex-
ample by the president based on the predictions made by the
members of the committee. In their experiments, they used
a Naive Bayes classifier and a memory-based classifier as
the ground-level classifiers, and the president was another
memory-based classifier. They demonstrated that stacking
may consistently improve the performance of spam filters.
The potential disadvantage of their approach is its computa-
tional intensity since multiple classifiers are needed in both
training and classification.

Zhang and Yao [28] presented a Maximum Entropy [4]
based approach to junk mail filtering. They showed that
comparing to Naive Bayes, the Maximum Entropy method
produces comparable or better results, and domain-specific
features provided by SpamAssassin 2 can further enhance
the performance of the Maximum Entropy approach. The
disadvantages of this model include a relatively low training
speed and the lack of the ability of incremental learning.

Drucker et. al [6] showed that Support Vector machines
(SVM) and boosted decision trees outperform RIPPER and
Rocchio in spam classification. They also suggested that
a complete feature set should be used rather than a subset
since searching for the optimum set of features is imprac-
tical. Carreras and Mdarquez [5] also showed that boosted
algorithms are better than the baseline algorithms. Zhan et.
al [27] proposed an LVQ-based neural network approach
and demonstrated that it is superior to Bayes-based and BP-
based approaches in spam filtering.

The major difference between our approach and the ex-
isting techniques is that our approach can achieve a high
percentage of effectiveness at a much faster speed, and learn
classification models that adapt over time as new e-mail
messages are made available for training (e.g. through rel-
evance feedback). The idea is to leverage the fact that an
adaptive Huffman encoding technique such as FGK [8, 10,
13] can be used to adaptively encode the feature space of the
spam and non-spam corpus as Huffman prefix trees, from
which a rank value can be defined to differentiate spam from
legitimate mail. Now we present our technique.

3. Our Adaptive Learning Model

In this section, we discuss in detail our adaptive approach
to spam filtering which consists of feature space encoding,
ranking, and adaptive learning.

Zhttp://spamassassin.org



3.1. Feature Space Representation

Huffman Coding is a lossless compression algorithm that
generates minimum-redundancy codes for the input sym-
bols. The static version of the algorithm constructs a prefix
tree given a list of input weights that represents the proba-
bilities of distinct symbols in the source messages. In the
static method, the prefix tree is fixed once it is built, and the
symbol frequencies are determined before encoding starts.
In our approach, we adopt the word-based adaptive Huft-
man coding algorithm FGK [8, 10, 13] so that word fre-
quencies and the prefix tree can be updated incrementally
in real time. In the adaptive method, every tree has a special
node, the 0-node, whose weight is always zero. When a new
word occurs in the training messages, the 0-node spawns a
new 0-node and a leaf that represents the new word. Each
node is assigned a weight which is the sum of the weights
of its two children. The weight of a leaf node is the fre-
quency of a distinct word. The tree is (re)computed so that
the nodes are arranged bottom-up in order of non-increasing
weight. Knuth has proved that the run-time of the algorithm
is O(¢) where £ is the current length of the codeword [13].
Figure 1 shows the Huffman tree computed for message
“make money fast” and the adapted tree after the new mes-
sage “gain free money” is received.

Figure 1. Huffman trees for message “make
money fast” followed by “gain free money.”

In our spam filtering technique we build two Huffman
prefix trees, 75 from the spam corpus and 7; from the le-
gitimate mail corpus. Together they represent the feature
space F of the present e-mail collection.

3.2. Ranking

Given a set of messages M = M U M, for training,
where M is the spam and M is the legitimate mail in M,
we compute Huffman tree 7, from M, and 7; from M,.
We define the feature space as F = T; U 7. In essence, T
characterizes the spam corpus, while 7, characterizes the
legitimate corpus in the training set. Next, we transform
each tree into a vector as follows:

e fori =1,...,N, where N is the total number of words
in the tree, let
L;

in which L; is the length of the codeword for word ¢,
and H is the height of the tree.

o the vector representation of the tree is defined as

E) = (w17w27 7wN)
Thus the vector representation of 7, is wr =
(w1, ws,...,wn,), where Ng is the total number of
words in T;. Similarly, @} = (wq,ws,-..,wn,) for T,
where Ny is the total number of words in 7.

Given a message M, we “decompose” M into two vec-
tor representations defined over 7; and 7;, namely p; =
(p1,-..,pN,) wWhere p; (i € [1, Ny]) is the probability of oc-
currence of word i recorded in Ty, and p} = (p1, .., pN,)
where p; (i € [1, N¢]) is recorded in 7. Note that in both
definitions, p; is zero if word ¢ contained in the tree does not
occur in message M. On the other hand, words in M that
are not contained in the tree under consideration are ignored
when forming the vector representation.

Definition 1 Given a message M, let rs be the length of the
vector P} projected onto the vector Wy, and r¢ be the length
of the vector P} projected onto the vector w}. The rank Ry
of message M is the ratio of r to ry.

Given M we can compute r; and ry as follows:

s = =
lwzl] ||y ||
Thus, = = =
Ps * Ws Do - wy
Ry =rs/re = ( )/( )-
’ w2 ] ||w]|

By defining the rank of a message, we drastically reduce
the dimension of the input space to a single dimension. The
rank values can be used to differentiate spam from legiti-
mate mail as shown in Figure 2. The plot shows the distri-
bution of e-mail in a training set containing 50 messages.
Notice that there is a clear distinction between spam and le-
gitimate mail in terms of their rank values. Legitimate mail
tends to have relatively low rank values compared to spam.

3.3. Classification Model

To accurately identify the threshold rank value that dif-
ferentiates spam from legitimate mail, we apply logistic re-
gression [2, 17, 15] to fit a binary classification model to
the rank values of the e-mail in the training set. The learned
model can be used to estimate the probability that a message
is spam.



Figure 2. Distribution of 50 training e-mail
messages in terms of rank values.
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Consider a simple linear regression model Yy = a +
bRy + € relating the class label with the rank of the
message. Here Y}, is a dichotomous outcome of the M*"
message (spam or legitimate), Ry is the rank of the M'"
message provided by the proposed adaptive Huffman cod-
ing scheme, a is the Y-intercept, b is the slope, and €7 is
the random error. If we assume that E(epr) = 0, i.e. no
random error on the average, then E(Y)s) = a + bRy Let
P(Yy = spam) = myr be the probability that the M"
message is spam. Since Y, is the Bernoulli random vari-
able with the probability distribution,

Yu Probability
Spam P(Yy = spam) =
Legitimate P(Yy = legitimate) =1 — mpr

using the definition of the expected value, we get E(Yyr) =
7. Thus, the expected value of the dichotomous outcome
of the M*" message is given by E(Yar) = a+bRy = mas.
Howeyver, in this situation the errors are non-constant and
non-normal. Additionally, the response is a probability,
7, hence must take values in the interval [0,1]. These
constraints pose a problem in application of a linear model
since assumptions of constant and normal errors underlying
linear model are not satisfied. Also the constraint of re-
sponse, P(Yys = spam) = mp € [0,1], rules out a linear
model. Theoretical considerations suggest that a sigmoidal
response function of the form

ea—i—bRM

E(Yr) ()

T 14 eatbRu
fits such a dichotomous data better. For a given sample of n
training messages (spam + legitimate), the logarithm of the
likelihood function of the parameters to be estimated (a and
b) is given as follows:

n

log, L(a,b) = Z Y (a+bRar)— Z log, (14-e@+bEar),
M=1 M=1

We can obtain maximum likelihood estimates of a and b by
maximizing this log-likelihood function. Then from Equa-
tion 1, we can derive:

e(aerRM)

P(Yy = spam) = T o@roin

To make the filter more efficient, we can simply compute
the threshold rank value using Equation 2 so that if the rank
value of a message is greater than the threshold, the proba-
bility that it is spam is at least Pspqp,.

Pspam
log, =%~ —a

Pspam
Rthresh = T (2)

Since false positive examples usually have much higher cost
than false negative examples in spam filtering, we should
pick a high P,p,,, value, for example 0.99, to compute the
threshold. Thus a message is predicted as spam with a prob-
ability of 0.99 if its rank value is greater than the threshold
Rypresn; otherwise, the message is classified as legitimate.

Note that logistic regression is not the only way to learn
the classification model. Once the rank values are produced
for the training data, almost any classification algorithm will
work from this point on. We demonstrate this important fact
in the Experimental Results section.

3.4. Adaptive Learning Model

The dynamic representation of feature space alone is not
sufficient to make the learning model adaptive. To learn a
spam filtering model that not only adapts to the new con-
cepts over time, but also retains, to a certain extent, the
memory of the concepts learned earlier, we periodically re-
compute the classification model with a procedure that ap-
proximates exponential aging. As a result, training mes-
sages received at time ¢ contribute more to classifying e-
mail received at ¢ + 1 than training messages received at
t — 1 do.

Let ¥ = {X}, ..., X} } be a set of training sets available
at time ¢, in which X is a set of additional messages sup-
plied for training at time ¢, for¢ = 1, ..., ¢. In a conventional
approach, every message in U!_, X; will be used to build a
classification model for use at t + 1. However, in the case of
vocabulary change or concept drift, earlier messages could
pose a negative impact on the reliability of the classification
model. Thus, an adaptive learning model should be able to
capture time locality in the provided data. In our approach,
we apply a sampling scheme that approximates the idea of
exponential aging. Let v be the sampling rate, at time ¢ a
subset X! of X; (i = 1,...,¢t) is selected for training, and
|X!| = 4'=%-|X;|. Thus the classification model for time
t + 1is built on Ul_, X|.

In our approach, we fit a classification model to the rank
values of the training messages. Even though the feature



space representation may have been changed at time ¢, we
do not update the rank values of the messages received be-
fore t. In other words, if a message x € X; (1 < t) is se-
lected for training at time ¢, we use its rank value computed
at time ¢. This way we do not have to keep and re-process
earlier messages. Table 1 gives the detailed pseudo-code of
our adaptive spam filtering algorithm.

Table 1. The pseudo-code of our algorithm.

Algorithm: Adaptive-Spam-Filtering
Initialize t < 1
Repeat
Let X; be a set of new training data
supplied at time € [1, ¢]
Let M be the set of spam in X}
Let M be the set of legitimate mail in X}
Let U; be the test set at time ¢

Compute Huffman tree 75 with M
Compute Huffman tree 7; with M,
For each M € M;U M,

/% d; is the ith word in M %/

. 7L(Ts,di)
D 4,7, Peldi)x (1= T

rs(M) = (75,90
Edign(l_ H(T5) )
L(Ty.di)
pe(d;)x (1= )
T'[(M) — Zdien H(Ty)

(T¢,di)
Zdien(lfLH(gTz) )
Ry = rs(M)/re(M)

/% X! is sampled from X at time ¢ x/

X =0

Fori=1tot
Randomly select X} € X; S.T. | X[| =~ ~% - | X
X=XUX

a,b « LogisticRegression(|J,,c » Rv)

/x Choose high Pspam to avoid false positives x/
Rinresn = (10g5 (Pspam/(l - Pspam)) - a)/b

For each message M in U;
Compute Ryr
It RM > Rthresh
Return Spam
Else
Return Legitimate
t—t+1

4. Experimental Results

We compared our adaptive learning model to several ex-
isting off-line learning techniques, including Support Vec-
tor Machine, Naive Bayes, k-Nearest Neighbor, C4.5 deci-

sion tree, RBFNetwork, Boosted decision tree and Stacking,
on the Ling-Spam corpus used by Sakkis et. al [19]. The
corpus consists of 481 spam messages and 2412 legitimate
messages sent to the Linguist list. All messages have been
preprocessed so that HTML tags, attachments and dupli-
cated messages are removed. Additionally, stemming and
stop-list were applied.

We created the vector space model for the e-mail data
D for the off-line learning algorithms. The j** message in
the data set is represented as a sparse vector (w1, .., Wg;)
in a d-dimensional space for all j € [1,|D]|], whereby d
is the number of distinct terms remaining after the prepro-
cessing. Terms are weighted using the TFIDF weighting
scheme. Let f;; be the frequency of term ¢ in message j,
term frequency ¢ f;; = fij/maz{f;;} is the normalized f;;,
where maz{ f;; } is the maximum term frequency across the
entire corpus. Let df; be the number of messages containing
term ¢, and idf; = log, (|D|/df;). Then,

wij = tfij X idf; = tfi; x log2(|D|/df;)

We used the implementation of the selected off-line algo-
rithms provided in Weka [25]. For k-NN we used k£ = 5,
and for stacking we used Naive Bayes and C4.5 decision
tree as the ground-level classifiers and a Naive Bayes clas-
sifier as the president.

4.1. Comparing Various Techniques

The Ling-Spam corpus has been divided into ten parts.
We randomly selected a set U; of 100 messages from each
part i € [1,10] to form the test set U = Ugl U;, with
approximately 16.7% spam and 83.3% legitimate mail as
in the original corpus. From the rest of the messages in
each part i € [1,10], we randomly selected a set £; of 50
messages. We set the training set at time ¢t € [1,10] be
U§':1 L;, thus the size of the training set varies from 50
to 500, incremented by 50 at each time ¢. For each train-
ing size, we conducted ten experiments on different random
training samples and tested the learned model on the 1000
messages in the test set /. The results were averaged over
the ten independent runs.

Table 2 shows the success rate averaged over ten inde-
pendent runs on the test set as the size of the training set in-
creases from 50 to 500. We selected a sampling rate v = 0.5
for our adaptive algorithm in this experiment. We also tried
different v values. Due to space restriction, we do not re-
port the rest of the results here. The general observation
is that a relatively low sampling rate improves performance
when many new messages are supplied over time, while a
high sampling rate achieves better success rate when a small
number of additional messages are added for training.

In Figure 3 we show the average success rate of our
adaptive algorithm, the best performance, the average per-



Table 2. The success rate (%) of various algorithms on the test set /. The highest success rate in
each row is bolded. The first column is the size of the training set. v is the sampling rate.

| Size || NB | SVM | 5-NN | C4.5 | RBF | Boosted Tree | Stacking | Adaptive (y = 0.5) |

50 924 | 8635 | 83.1 | 78.74 | 72.14 82.77 85.88 93.55
100 || 91.33 | 90.2 | 83.41 | 85.61 | 83.74 90.45 88.24 96.34
150 || 90.71 | 92.7 | 70.55 | 82.58 | 83.55 91.28 83.79 96.5
200 || 91.81 | 94.62 | 69.33 | 88.03 | 85.33 93.44 89.06 96.81
250 || 91.84 | 96.14 | 679 | 90.85 | 86.68 95.46 91.49 96.56
300 | 92.13 | 96.2 | 66.11 | 91.58 | 85.85 95.88 91.46 96.02
350 || 92.12 | 96.56 | 6533 | 92.38 | 87.11 96.45 91.58 96.58
400 || 92.12 | 96.61 | 71.46 | 92.61 | 874 96.42 91.77 95.59
450 || 92.06 | 96.86 | 71.8 | 92.94 | 87.74 96.37 91.72 96.95
500 91.8 | 97.06 | 72.25 | 93.1 | 88.23 96.67 91.23 97.17

formance and the worst performance of the selected off-
line algorithms at each training size. Obviously, our algo-
rithm consistently achieves a high percentage of effective-
ness throughout the selected training sizes. Note that the
best performance of the off-line algorithms shown in the
plot is not produced by the same algorithm. None of the
selected off-line algorithms can perform as consistently as
our algorithm does and still achieve a high success rate. The
best of the selected off-line algorithms is the support vector
machine algorithm, which performs comparably to our al-
gorithm after the size of the training set has increased to
250. However, our algorithm runs approximately 667 times
faster than the support vector machine algorithm on aver-
age. Figure 4 shows the running time (in seconds) of all
algorithms on logarithmic scale.

Figure 3. The average success rates.
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As we mentioned in earlier sections, once the rank values
of the messages are computed, any learning algorithm can
be used to learn a classification model. Our experimental
results show that, using our dynamic feature space repre-
sentation, ranking and exponential aging schemes, the per-
formance of most of the off-line algorithms can be largely

Figure 4. The run-time comparison.
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improved. Table 3 shows the increase in average success
rate of each of the selected off-line learning algorithms us-
ing our dynamic feature model instead of the vector space
model. Notice that all the selected algorithms except the
support vector machine (SVM) algorithm achieved much
better performance in most cases in our adaptive model. We
believe that the reason SVM performs worse in our adap-
tive model is that it tries to produce a model that general-
izes well, while our adaptive model is biased towards recent
messages to capture the time locality.

We also provide the results with a combined measure for
precision and recall, called the F-Measure [25].

2 x Precision x Recall

F-M =
casure Precision + Recall

Figure 5 shows the F-Measure results of our adaptive algo-
rithm, the best, average, and worst performance of the se-
lected off-line algorithms. Once again, we found our adap-
tive algorithm performs more consistently and is more ef-
fective in general.



Table 3. The increase in success rate (%) of the selected off-line algorithms when our adaptive model
is used. The first column is the size of the training set. The sampling rate ~ is 0.5.

| Size || NB | SVM | 5-NN | C4.5 | RBF | Boosted Tree | Stacking |
50 3.00 | 0.95 854 | 13.46 | 2245 9.43 8.66
100 543 | -1.77 | 12.49 | 1045 | 13.43 5.67 8.23
150 538 | -1.77 | 25.82 | 13.04 | 12.57 4.22 12.67
200 559 | -336 | 27.48 | 9.18 | 11.78 3.83 8.38
250 || -0.01 | -7.84 | 28.87 | 5.36 9.41 0.33 5.2
300 091 | -7.48 | 3045 | 4.81 9.8 0.15 5.57
350 422 | 412 | 3151 | 4.16 9.67 -0.21 542
400 488 | 454 | 2442 | 3.14 7.93 -1.02 4.59
450 3.07 | 425 | 24.89 | 4.03 8.05 0.59 4.89
500 492 | -3.17 | 2477 | 3.82 8.51 -0.04 5.68
Figure 5. The average F-Measure. Figure 6. Results with skewed distributions.
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4.2. Investigation of Skewed Distributions

To investigate the impact of skewed spam distributions
on a classification model, we randomly selected 50 mes-
sages for training and tested the learned models on the same
test set I/ containing 1000 randomly selected messages. The
percentage of spam in the training set varied from 10% to
90%. Table 4 shows the success rates on the test set av-
eraged over ten runs. The success rate varied significantly
as the percentage of spam in the training set increased from
10% to 90%. The highest success rate in each row is bolded.

Figure 6 shows the average success rates of our adaptive
algorithm, the best, average, and worst performance of the
selected off-line algorithms as the spam distribution in the
training set increases from 10% to 90%. Clearly our adap-
tive algorithm is more robust to skewed spam distributions
and performs more consistently as the percentage of spam
in the training set varies.

5. Concluding Remarks

We have presented a highly efficient and effective adap-
tive spam filtering algorithm. We demonstrated that adap-

Spam%o in Training Set

tive Huffman coding algorithm can be used to create a dy-
namic feature space representation for the input data. Our
algorithm runs at a much faster speed mainly due to two fac-
tors. First, our ranking scheme radically reduces the input
domain to a single-dimension vector, thus greatly speeds
up the learning process. In addition, training messages are
randomly sampled with a procedure that approximates ex-
ponential aging. Therefore the size of the training set is
significantly reduced. Due to its fast running speed, our
algorithm can be easily applied in real time. Since we do
not need to update the representation of earlier messages,
there is no need to store and re-process those messages as
new messages are available. We also demonstrated that our
algorithm is more robust to challenges often faced in the op-
erational settings, such as vocabulary change, concept drift,
and skewed distributions.

In addition to the problems discussed in this paper, e-
mail spam also has an adversarial nature that needs to be
taken into consideration. In the future, we plan to develop
an adaptive strategy that handles adversarial attacks. We
also plan to apply our adaptive learning algorithm to other
fields such as text classification and information retrieval.



Table 4. The success rate (%) of various algorithms on the test set I/ with skewed spam distributions
in the training set of size 50. The first column is the percentage of spam in the training set.

| Spam% || NB | SVM | 5-NN | C4.5 | RBF | Boosted Tree | Stacking | Adaptive Filter |
10 90.27 | 85.03 | 83.1 77.36 | 75.56 83.54 84.05 90.96
25 94.37 | 90.77 | 82.22 | 77.24 | 71.32 84.02 88.35 95.96
50 92.31 | 79.62 | 44.07 | 77.95 | 41.67 80.96 90.98 94.9
75 80.27 | 30.68 | 21.7 | 70.05 | 26.44 69.63 87.26 86.74
90 60.06 | 18.67 169 | 55.87 | 19.23 50.16 58.03 74.27
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